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***** START OF CHANGES *****
5.2	Functional security model supporting RNAA
Figure 5.2-1 shows the functional security architecture of CAPIF framework when RNAA is supported. The resource owner can be the user of the UE or the owner of the subscription depending on the use case and regulations.
The resource owner function (ROF) client (ROC) may be deployed on the UE. 
The authorization function is a part of the CCF.
The API invoker is the OAuth 2.0 client. 
The OAuth 2.0 client and the CCF shall communicate using https.
Different functional security models can be envisioned for API invoker in relation to the ROCROF. 
-	API invoker can be part of the UE and located on the device;
-	API invoker can be independent from the UE but still located on the device (e.g., deployed by a third party);
-	API invoker can be independent from the UE and located outside of the device (e.g., a game server).
 

 




***** NEXT CHANGE*****

6.5.3.4            Revocation 
The CCF can initiate the Authorization Revocation Request message as defined in clause 8.23.4 of TS 23.222 [3] with additional information to identify the RNAA-related revoked token. 
NOTE:  The CCF can receive a revocation request message from the resource owner via the UE, resource owner clientfunction, web page etc. All these mechanisms are out of the scope of the present document. 
AEF, storing the information about the RNAA-related revoked token, shall check whether the token presented by an API invoker is revoked or not, before responding to the API invoker’s invocation request. 
The CCF provided notification message to the API invoker shall include the information to identify the RNAA-related revoked token.
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***** END OF CHANGES*****
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